
Tips to Prevent Scams: 
 
○ NEVER give personal information to 
someone over the phone or the internet 
unless you contacted them first and you 
trust the business.  
 
○ NEVER give money to someone you 
don’t know. Even if it’s someone you 
think you know, follow-up to make sure 
before you wire any money. 
 
○ Get a security freeze on your credit to 
control who gets to see your credit 
history and information. You can write 
each of the three credit bureaus, and a 
sample request letter can be found at 
www.dojmt.gov/consumer/consumer. 
 
○ Be cautious of offers that require 
immediate or rushed action: ask around, 
talk to others, and contact someone you 
trust before sending money. 
 
○ Take your time:  Be skeptical, resist 
high pressure tactics. 
 
○ Ignore postcards and advertisements 
for free products, sweepstakes wins, 
magazines sales, etc. If you did not 
enter into the lottery or sweepstakes, 
you did not win. 
 
○ Register with the National Do Not Call 
Registry at www.donotcall.gov. 
 
○ Review your bank and credit card 
statements; question any charges you 
do not recognize, no matter how small.  

○ Shred documents that contain 
personal information such as Social 
Security number, birth dates, personal 
contact information, bank account, or 
credit card information.  
 

What are “phishing” scams?  
 
Phishing occurs when scam artists try 
and get you to give out your personal 
information, such as Social Security 
number, account numbers, password, 
address or other by pretending to be a 
legitimate company you may already be 
doing business with. Phishing is most 
common over the internet but can come 
through direct mail or over the phone.  
 
Scam artists may get your attention by 
saying there’s a problem with your 
account that you have to address 
immediately. Online, you may receive e-
mails that look exactly like the ones from 
your bank or credit card company. 
Anytime anyone asks for your personal 
information, call the company with the 
phone number you have– not the one in 
the phishing letter or email – to speak 
with a live person to verify the request.  
 

Common Scams: 

 

○ Grandparent scam call: Caller 

impersonates a relative, claims to be in 

trouble, and asks you to send money. 

Caller will ask you not to tell anyone and 

to send money by wire.  

 

○ Government grant scam call: Caller 

says that you qualify for a government 

grant and you can do anything with the 

money. Caller says that to receive the 

money you have to complete an 

application. The application asks for 

personal information, including your 

credit card numbers. In fact, you have 

received nothing from the government 

and the caller wants to steal your 

identity.  

 

○ Fake check scams: You are sent a 

check or money order for more than the 

amount that is owed. You are then 

asked to send back or refund some of 

the money.  The check or money order 

that you received will then bounce, and 

you are out the money that you sent 

back. 

 

○ IRS scam call: Caller says they 

represent the IRS, you owe taxes, and if 

you do not wire money you will be 

arrested. In fact, the caller is not with the 

IRS.  The IRS will never call you on the 

phone. 

 

○ IRS scam mailer: Someone sent you 

a letter that looks like an official IRS 

document. It warns that you failed to pay 

taxes. It says that you have to send 

money immediately and you must send 

personal information. In fact, this is a 

trick to get you to send money and 

reveal personal information. 



○ IRS scam email: You receive an e-

mail that looks like it’s from the IRS 

asking you to send money and for your 

personal information. In fact, the IRS will 

never ask for your personal information 

on the internet.  

 

○ Lottery/Sweepstakes scam call: 

Caller says you won a sweepstakes or 

the lottery. Caller says you have to pay 

taxes or a processing fee to get the 

money. In fact, a real lottery winner will 

never have to send money into a 

legitimate lottery or sweepstakes.  

 

○ “Lower your interest rate” scam 

call: The caller says that you can 

reduce your interest rate on all of your 

credit cards by consolidating with the 

caller’s company. Caller then says they 

need your credit card number. In fact, 

the caller is stealing your credit card 

information.  

 

○ Computer scam call: Caller says 

they work for a computer company and 

your computer has a problem. Caller 

requests computer access and needs 

your credit card information to fix the 

problem. In fact, the caller hacks your 

computer, installs programs that take 

your financial information, and the caller 

takes your credit card information.  

  

 

How do I get more help? 
 

Montana Legal Services Association 
(MLSA) provides free civil legal help to low-
income people.  Contact us to see if you 
qualify:  
 

 Apply anytime online at 
www.mtlsa.org; 

 Call our Helpline at 1-800-666-6899 
(Helpline hours are limited). 

  

What help can I find at MLSA? 
 

 Legal advice and representation; 
 Referrals to volunteer attorneys and 

other providers; 
 Self-help clinics and materials. 

 

www.MontanaLawHelp.org 
 

Need legal information or forms? Visit 
www.MontanaLawHelp.org. 
Can’t find what you want? Use LiveHelp. 
Click on the LiveHelp icon and get help 
finding the information you need. 
 

www.MTLSA.org 
 

Find copies of all our brochures online. 
They are all available for free download. 
 

 

This project was supported by Grant No.16-V01-
91927 awarded by the Montana Board of Crime 
Control (MBCC) through the Office of Justice 
Programs, US Department of Justice. Points of 
view in this document are those of the author and 
do not necessarily represent the official position 
or policies of the US Department of Justice.  

This pamphlet is meant to give basic legal 
information, not legal advice about your 
problem. The law changes often and each 
case is different. We recommend you talk to 
an attorney about your legal problem. 
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